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Alamo VPN Install

(Note: you must have administrator
rights to install this application)

1. Using your computer web browser. Go to https://vpn.alamo.edu and if you get this screen
say choose yes

Microsoft Word Security Notice ? X

@ Microsoft Office has identified a potential security concern.

Hyperlinks can be harmful to your computer and data. It is
important that this file is from a trustworthy source.

https://vpn.alamo.edu/

Clicking yes will enable all the hyperlinks in this file, for this session.

Do you want to continue?

2. Atthe login screen below input your AD credentials and password (Same oneyou useto log onto your
desktop computer at work).

€ ) ® @ https://vpn.alamo.edu/i C || Q Search e

Name

Password

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.
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Launch FortiClient

“Login”. (Example district\johndoe, or spc\janedoe, etc.)

3. Download the Client by clicking on the button “Download FortiClient” and select your
Operating System

<)-> C @ © & https;//vpn.alamo.edu/sslvpn/portal.html#/

= = (00:12:36 OB+ 0B+

Alamo Colleges Network

Launch FortiClient Download FortiClient ~
@ i0S
# Android
(' Quick Connection N rol
== Windows
& Mac
Opening FortiClientMiniSetup-Windows-x64-Enterprise-6.0.9.exe

You have chosen to open:
(7] FortiClientMiniSetup-Windows-x64-Enterprise-6.0.9.exe
which is: Binary File
from: https://vpn.alamo.edu

Would you like to save this file?

Save File Cancel

4. At this screen click “Save File” than go to your downloads folder on your operating system.

If you need further assetance,
Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.
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5. Once the download is complete. Run the downloaded file. You may get one of the 2 screens
whether you select “Yes” or “Run” you will see the FortiClient Installer (FYI the installer can
take a little while to download the image)

@ FortiClient Online Installation

Verified publisher: Fortinet Technologies (Canada) Inc.
File origin: Hard drive on this computer

Show more details

Yes

Open File - Security Warning

Do you want to run this file?

Name:
Publisher:
Type:
From:

[

Always ask before opening this file

St Philip

ormation & Communicat

.| Status 1
Downloading image (23%)...
While files from the Intemet can be useful, this file type can =]
potentially ham your computer. Only run software from publishers

you trust. What's the risk?

Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.

..al2\Downloads\FortiClientOnlinelnstaller(l}.exe
Fortinet Technologies (Canada) Inc.

Application
C\Users\Ihinojosal2\Downloads\FortiClientOnl...

Rin) (Conen )

FortiClient Installer

FortiClient Installer

Status

Unpacking downloaded image [78%)...
Cancel

|

If you need further assstance,
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6. Once theinstaller is done it will prompt for some information. Click Next

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

7. Choose “Secure remote Access” and click next

Choose Setup Type P11
Choose the setup type that best suits your needs =.
¥ Security Fabric Agent
Endpoint telemetry, host vulnerability scanning and remediation
v Secure Remote Access
SSL and IPsec VPN
[~ Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features
[~ Additional Security Features
Back Next Cancel

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.
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#2 FortiClient Setup = X
Destination Folder ami
Click Next to install to the default folder or dick Change to choose another. = a =

Install FortiClient to:

IC:\Program Files\Fortinet\FortiClient\

, Change...

-
Click Next to instal to the default folder or dick Change to choose another. =

Install FortiClient to:

IC:‘Proqam Fles (x86) Fortinet\FortiClent)

If you need further assetance,
Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.
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9. Click “Install”

Ready to install FortiClient ﬂ
e

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

ﬁ FortiClient Setup -

-
Installing FortiClient =

Please wait while the Setup Wizard installs FortiClient.

Status:

Back Next

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or emal at spe-helpdesk@alamo.edu.

formation & Communicatio PONNONOG



H I ALAMO COLLEGES DISTRICT
‘ St. Philip’s College

ﬁ FortiClient Setup —

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.

FortiClient

10. If you get this window “Reboot”
FortiCIientl 28

Windows requested a reboot sa that it can finish installing updates.

You must reboot your PC to allow FortiClient to finish the vulnerability patching.

Please reboot by clicking the Reboot button.
If you don't want to reboot now, click the Do Not Reboaot button.

[ Reboot ] [Do Not Reboot

e ————————————

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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11. Once system reboots, click on the Forticlient ICON.

12. Once the Client opens you will need to click “Remote Access”

& FortiClient - X
File Help

° FortiClient - Disconnected

mwebb39 . Register with Security Fabric

R¥g FortiGate or EMS IP: =

COMPLIANCE & TELEMETRY

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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Once the Client opens you will need to configure the VPN section. Click on “Configure VPN

& FortiClient - X

File
mwebb39 e
0 o’

**0. -
L3 REMOTE ACCESS D

Help

Configure VPN

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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13. Mirror the settings below:

& FortiClient - X
File Help

R New VPN Connection
e [ S
mwebb39 Connection Name AlamoVPN
Description
Remote Gateway ‘vpn.alemm x
+Add Remote Gateway
[ customize port 443
Client Certificate None v
[}, REMOTE ACCESS Authentication © Promptonlogin () Save login
)

Do not Warn Invalid Server Certificate

a. Remote gateway = vpn.alamo.edu
b. Authentication your choice. Prompt will ask for your credentials and Save Saves

your login. Once done click “Close”

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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14. Back at the main screen. Enter your login and Password and click
connect.

& FortiClient - X

K

mwebb39

File Help

/
o0, -
L} REMOTE ACCESS

VPN Name AlamoVPN v
Username spcijdoe
Password ~ [eeeee| |

15. Once connected you will see the screen below. When you are done ...just click “Disconnect”
@ FortiClient - x
File Help

R VPN Connected

mwebb39

Jm—

VPN Name AlamoVPN
IP Address 10.70.0.8
Username spc\mwebb39
Duration 00:00:10
Bytes Received 29.73 KB
Bytes Sent 31.2 KB

L} REMOTE ACCESS

Disconnect

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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Minimize the VPN connection and you can now remote into your computer at work
& FortiClient = X

File Help

VPN Connected

Jmp——

VPN Name AlamoVPN

IP Address 10.70.0.8
Username  spc\ Ruumaiig

Duration 00:03:15

Bytes Received 251.54 KB

Bytes Sent 21236 KB

L1 REMOTE ACCESS

Go to Search and type Remote Desktop Connection (Win10)

& Remote Desktop Connection

&j_ Remote Desktop
»<) Connection

.

oY I DC405-135631 spc.ad.root

Username: None specified

You wil be asked for credentials when you connect.

(>  Show Options Help

October 28, 2019

If you need further assstance,
Please contact the SPC Helpdesk at 486-2777 or email at spc-helpdesk@alamo.edu.
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