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The Real World




Facebooland Twitter

A Attack occurred in late January.

A None of its users compromised (more than a
Billion)

A Caused by a number of its employees visited a
compromised website.

A Twitter was also hacked and 250,000 of its users
were compromised

A Encrypted emails and passwords were stolen
A Caused by the scripting/coding exploit from Java.
S Ee, S

ST. PHILIP’S COLLEGE




Smartphone Attack

A5 Japanese were arrested for a malicious vide
app that they released.

A The app was downloaded 270,000 times and
stole 10 million pieces of information

A The malware would transmit phone numbers
and emails to an external server.

A A similar incident also happened earlier that
year in which 6 Japanese funneled $265,000
form smartphone users.




USB attack vector

A USB attacks have been used for infecting an
unknowing users with viruses

A Attackers usually drop infected USBs in
parking lots

A Malware usually records and installs key
loggers in the computer and then sends the
Info to a external server




E-mall Attacks

A Attackers usually send fakeneails eamase to
thousands of users with malware.

AEYII Afa O2dA R faz o6S
fool the users to steal personal information.

A Yahoo Xtra was recently hacked due imail

spamming and approximatly 450,000 account
were compromised.




Physical Security

A A clinic customers information was recently
stolen due to inadequate physical security

A Papers that were supposed to shredded were
stolen by the cleaning service employee that
the clinic contracted

A Information that was stolen included name,
date of birth, billing info, social security and
many more
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Phishing Scams

les will never ask you for personal
ormation.

A If personal information is brought up in a non -face-
to-face capacity.

A Malicious users impersonate big websites and ask
for our 1T nformation 1 n

== TrustedBank

Dear valued customer of TrusteoBank,

We have receved notice that you have recently altempted to wEndraw the
folowing amount from your checking account whie in another courtry $135 25

F NS InfOrmabon 13 Not Correct, SOMEane urknown may Nave 3ccess 1o your
SCCOUNL. AS 3 safety measure, please vist our webste via Ine Ank Delow 10 verity
YOur personal nformabon

DERDL e IrstegRAnk COMVGEnSIakCusR IR Ini0 230

Once you have done thus, our frauc departmert will work 1o resoive this
giscrepency We are happy you have chosen us o 00 businegss win

Thank you,
TrustecBank
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E-Mail Attachments

| ments can be dangerous, no matter who
they come from.

Beware of unsolicited attachments.
eep software and system up to date.

Before opening attachments, save and scan.
Ue m " Great video cllp Message (HTML) H-“
u'r -t

Message

Sent: Thu 11/06/2009 19:20
To: North Oxford Computer Services
Cc
Subject: Great video clip

| Message | & cool clip.wmv (904 KE)

Hi,
Check out this video clip, it's really great!



Free E-mail Services

£ E-maill services like Yahoo, Hotmail, and
Gmail.
A Can be unsafe to use.
A Enable option for secure browsing, or SSL.

E Messages may be sent |
Intercepted by malicious users.

E Avoid sending sensitive information through
free email services.

Secure Browsing:
https://

M Keep the connection encrypted while I'm logged in.

Check this box only if you collect sensitive information with your form(s) and intend

to browse it on FormAssembly.com.




Tips.
sensitive information through

SC credit card number, etc.

filters for un d spam messages.
6t ac c-mal Fomypublic netweorks.
2staurants, cafés, airports, etc.
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