


È We are a volunteer-based organization that is 
spreading cyber awareness and creating a 
cyber first responders unit.



È We participate in several team-based 
competitions a year to serve as training and 
experience to members. (Panoply, CCDC, 
Mitre)



È We serve the community as a cyber first 
responder team.

È Serve as Mentors for Middle Schools/High 
Schools

È Network with other companies and 
organizations to create professional 
relationships



È Develop the skills necessary for working in the 
field of Information Technology.

È Develop good ethics necessary to present 
themselves as an IT professional.

È Develop cyber security awareness



The Real World



Facebookand Twitter

ÅAttack occurred in late January.

ÅNone of its users compromised (more than a 
Billion)

ÅCaused by a number of its employees visited a 
compromised website.

ÅTwitter was also hacked and 250,000 of its users 
were compromised

ÅEncrypted e-mails and passwords were stolen

ÅCaused by the scripting/coding exploit from Java.



Smartphone Attack

Å5 Japanese were arrested for a malicious video 
app that they released.

ÅThe app was downloaded 270,000 times and 
stole 10 million pieces of information

ÅThe malware would transmit phone numbers 
and e-mails to an external server.

ÅA similar incident also happened earlier that 
year in which 6 Japanese funneled $265,000 
form smartphone users.



USB attack vector

ÅUSB attacks have been used for infecting an 
unknowing users with viruses

ÅAttackers usually drop infected USBs in 
parking lots

ÅMalware usually records and installs key 
loggers in the computer and then sends the 
info to a external server



E-mail Attacks

ÅAttackers usually send fake e-mails en-mase to 
thousands of users with malware.

ÅE-Ƴŀƛƭǎ ŎƻǳƭŘ ŀƭǎƻ ōŜ ƳŀŘŜ ǘƻ άƭƻƻƪ ƭŜƎƛǘέ ǘƻ 
fool the users to steal personal information.

ÅYahoo Xtra was recently hacked due to e-mail 
spamming and approximatly 450,000 accounts 
were compromised. 



Physical Security

ÅA clinic customers information was recently 
stolen due to inadequate physical security

ÅPapers that were supposed to shredded were 
stolen by the cleaning service employee that 
the clinic contracted

ÅInformation that was stolen included name, 
date of birth, billing info, social security and 
many more



By: Julian Rios



È Companies will never ask you for personal 
information.

Á If personal information is brought up in a non -face-
to-face capacity.

ÁMalicious users impersonate big websites and ask 
for your information in order to òfixó your account.



È Links could lead you anywhere.

ÁSome links could be safe, others could be swarming 
with viruses and malware.

ÁAlways visit websites directly if the email seems 
trustworthy.

ĞE.g. Bank.

È ONLY exception is when you are expecting the 
e-mail link.



È E-mail attachments can be dangerous, no matter who 
they come from.

È Beware of unsolicited attachments.

È Keep software and system up to date.

È Before opening attachments, save and scan.



È E-mail services like Yahoo, Hotmail, and 
Gmail.

ÁCan be unsafe to use.

ÁEnable option for secure browsing, or SSL.

È Messages may be sent in òplain textó and be 
intercepted by malicious users.

È Avoid sending sensitive information through 
free e-mail services.



È Avoid sending sensitive information through 
e-mail.

ÁE.g. ðSocial security, credit card number, etc.

È Set up filters for unwanted spam messages.

È Donõt access your e-mail from public networks.

ÁE.g. ðrestaurants, cafés, airports, etc.



È Biggest single threat in e-mail.

ÁMillions of e -mail messages are sent out everyday.

È Spam messages can contain many dangerous 
attachments.

ÁE-mail providers like Hotmail and Gmail have spam 
filters.


